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Customer risk assessment questionnaire

Section 1. Board/Senior management oversight
1. Does the business risk assessment, compliance risk assessment, or any other relevant risk management documentation include a section dedicated to customer-related risks?
	Yes
	☐

	No
	☐



If yes to Q1, does it also explain how those risks are assessed?
	Yes
	☐

	No
	☐



2. Does the board/senior management document its risk appetite and its exposure to ML/TF/PF risk by reference to its customers?
	Yes
	☐

	No - don't have risk appetite
	☐

	No - risk appetite statement does not expressly consider customer risk
	☐



3. Does the board/senior management review whether the customer base remains within the firm's approved risk appetite?
	Yes
	☐

	No
	☐



If yes to Q3, is your current customer base within your risk appetite tolerance?
	Yes
	☐

	No
	☐



4. How are changes in the overall risk assessment of the customer base communicated to the board/senior management?
	Regular formal reporting
	☐

	Ad hoc and trigger-based reporting
	☐

	No formal reporting
	☐



5. What information relating to customer risk assessments is reported to the board and/or senior management? Please provide details
	Enter your answer



Section 2. Policies and Procedures
6. Do your procedures clearly document how to risk assess customers at onboarding and during any review?
	Yes
	☐

	No
	☐



If yes to Q6, how is the customer risk assessment procedure documented?
	Stand-alone customer risk assessment procedure
	☐

	Incorporated within AML/CFT/CPF policies, procedures or manual
	☐

	Incorporated within another risk management framework or procedure
	☐

	Automated system with embedded customer risk assessment process
	☐



Section 3. Timing of Risk Assessment
7. Under what circumstances do you risk assess your customers? Please tick all that apply
	*To include parties listed in Article 3(2) of the Money Laundering (Jersey) Order 2008, ie (i) customers, (ii) beneficial owners and controllers of customers, (iii) third parties on whose behalf the customer acts, and (iv) persons authorised to act on behalf of the customer.

	Change to customer information*
	☐

	Onboarding of a customer
	☐

	Periodic review of customer identification and due diligence measures
	☐

	New product or service for an existing customer
	☐

	Receipt of adverse information about a customer or business relationship
	☐

	Suspicious activity report raised
	☐

	Receipt of funds from a new source
	☐

	Unexpected activity/activity not in keeping with the customer's profile
	☐

	Acquisition of, or changes to, subsidiaries, associates, or other investments of the customer
	☐

	Change to the customer risk assessment methodology or system
	☐

	Other trigger event(s) (please specify) __________
	☐



8. How frequently do you review documents, data, and information collected as part of customer identification measures? Please select all applicable options.

High risk
	Annually
	☐

	Every 2 years
	☐

	Every 3 years
	☐

	Every 4 years
	☐

	Every 5 years+
	☐

	Trigger Event
	☐








Standard risk
	Annually
	☐

	Every 2 years
	☐

	Every 3 years
	☐

	Every 4 years
	☐

	Every 5 years+
	☐

	Trigger Event
	☐



Low risk

	Annually
	☐

	Every 2 years
	☐

	Every 3 years
	☐

	Every 4 years
	☐

	Every 5 years+
	☐

	Trigger Event
	☐



9. As at the date of receipt of this questionnaire, are there any backlogs in the review of documents, data, and information collected as part of customer identification measures?
	Yes
	☐

	No
	☐



If yes to Q9, which customer types are affected by the backlog? Please tick all that apply
	High risk
	☐

	Standard risk
	☐

	Low risk
	☐



If high risk is ticked, how many as a percentage of your total high-risk customer base?
	Enter your answer



If standard risk is ticked, how many as a percentage of your total standard-risk customer base?
	Enter your answer



If low risk is ticked, how many as a percentage of your total low-risk customer base?
	Enter your answer



Section 4. Authorisation Levels
10. Who is responsible for preparing/completing the customer risk assessments? Please tick all that apply:
	Relationship manager/customer advisor/ administrator
	☐

	Specialist due diligence team
	☐

	On-boarding team
	☐

	Review team
	☐

	Compliance and/or risk team
	☐



11. What level of authorisation is required to approve customer risk assessments for high-risk customers?
	Enter your answer



12. Do you outsource any aspect of the customer risk assessment process to a third party or group entity?
	Yes
	☐

	No
	☐



If yes to Q12, are they outsourced to a third party or group entity?
	third party
	☐

	group entity
	☐



If yes to Q12, please indicate which aspects of the customer risk assessment process are outsourced? Select all that apply
	Onboarding
	☐

	Ongoing monitoring
	☐

	Adhoc/Remediation project
	☐



Section 5. Override of Risk Assessment Results
13. Does the customer risk assessment allow for an override of the result of the risk assessment?
	Yes
	☐

	No
	☐



If yes to Q13, is documented guidance available on when an override may be appropriate?
	Yes
	☐

	No
	☐



If yes to Q13, when was the customer risk assessment override procedure last reviewed and approved by the Board and/or Senior Management?
	Within the last year
	☐

	1-2 years ago
	☐

	2-3 years ago
	☐

	3-4 years ago
	☐

	More that 4 years ago (5+ years)
	☐



If yes to Q13, who is authorised to override the output when increasing (e.g. medium to high) or decreasing (e.g. high to low) a customer risk assessment? 
	Board Committee / MLCO and/or Senior Management
	☐

	MLCO, Compliance or Risk Function
	☐

	Relationship Manager with documented approval from Compliance/MLCO
	☐

	Relationship Manager or Customer-facing staff can override independently
	☐

	Any staff member can override or authorisation is unclear
	☐

	Other or N/A (please specify)
	☐



Section 6. Compliance Monitoring Programme (CMP)
14. Does your CMP provide specific testing on customer risk assessments?
	Yes
	☐

	No
	☐



If yes to Q14, how are customer risk assessments covered within the CMP or other testing activities? Please select all that apply.
	Specific test on customer risk assessments
	☐

	Captured within test on customer due diligence
	☐

	Captured within test on customer acceptance
	☐

	Captured within test on periodic reviews
	☐

	Captured within test on trigger events
	☐

	Not captured
	☐



If yes to Q14, how frequently is testing in relation to customer risk assessment completed?
	Bi-Annually
	☐

	Annually
	☐

	Semi-Annually
	☐

	Quarterly
	☐

	Monthly
	☐



14.1. In the last 12 months have you done any CMP testing on customer risk assessment?
	Yes
	☐

	No
	☐



14.1.1.  Did your most recent CMP test identify any findings in relation to customer risk assessments?
	Yes
	☐

	No
	☐



14.1.2.  If yes to 14.1.1, how would you categorise the findings? Tick all that apply
	Outdated risk assessments
	☐

	Ineffective methodology
	☐

	Unauthorised adjustments (up or down) in risk rating
	☐

	Ineffective reviews (failure to identify relevant risk factors impacting customer risk rating)
	☐



14.1.3. If yes to 14.1.2. have all these findings been remediated?
	Yes
	☐

	No
	☐


Section 7. Risk Assessment Methodology
15. Do you have a documented methodology for assessing customer risk?
	Yes
	☐

	No
	☐



16. What risk factors are considered as part of the customer risk assessment? Please tick all that apply.
	Note: further information on the risk factors below can be found in the Handbook for the Prevention and Detection of Money Laundering and the Financing of Terrorism.

	Beneficial owners and controllers
	☐

	Country or territory risk
	☐

	Product risk
	☐

	Service risk
	☐

	Delivery risk
	☐

	Type of customer e.g. a politically exposed person
	☐

	Nature and scope of business activities generating the funds/assets
	☐

	Transparency of customer
	☐

	Reputation of customer
	☐

	Behaviour of customer
	☐

	Regularity or duration of relationship
	☐

	Type and complexity of relationship
	☐

	Value of assets handled
	☐

	Value and frequency of cash or other “bearer” transactions
	☐

	Delegation of authority by the customer
	☐

	Involvement of persons other than the beneficial owner and controllers in the operation of the business relationship
	☐

	For an express trust, nature of the relationship between settlor(s) and beneficiaries with a vested right/other individuals who are object of power
	☐

	For an express trust, nature of classes of beneficiaries and classes within an expression of wishes
	☐

	Identification measures considered incomplete or inadequate
	☐

	Inconsistencies between information obtained
	☐

	Reliance placed on obliged persons for identification measures
	☐

	Other (please detail):
	☐



17. Does your customer risk assessment take into account the cumulative impact of multiple factors?
	For example, the use of complex structures by a customer who is a non-resident high-net worth individual during wealth management, which may increase the cumulative level of risk beyond the sum of each individual risk element.

	Yes
	☐

	No
	☐



18. Does the customer risk assessment methodology take into account the risk posed by beneficial owners and/or controllers?
	Yes
	☐

	No
	☐



19. If there is a change to the risk rating of a beneficial owner (BO) and/or controller, is this change treated as a trigger event requiring a review of connected customer risk assessments?
	Yes
	☐

	No
	☐






Section 8. Risk Assessment Tool/System
20. Do you use a manual or automated tool/system to assess customer risk? 
Note: Customer risk assessment tool/system includes automated risk rating systems, excel-based tools, forms, questionnaires, checklists, templates, and other manual or automated methodologies.

	Manual
	☐

	Automated
	☐



21. How often is the customer risk assessment tool/system (manual or automated) reviewed and/or updated? 
Note: Customer risk assessment tool/system includes automated risk rating systems, excel-based tools, forms, questionnaires, checklists, templates, and other manual or automated methodologies.

	Monthly
	☐

	Quarterly
	☐

	Semi-annually
	☐

	Annually
	☐

	Every 2-3 years
	☐

	Trigger events
	☐

	Never reviewed or updated
	☐



22. When was the customer risk assessment tool/system (manual or automated) last reviewed or updated?
	Less than 1 year ago
	☐

	Between 1-2 years
	☐

	Between 2-3 years
	☐

	+ 3 years
	☐

	Never
	☐



23. Who is authorised to make amendments to the customer risk assessment tool/system? Please tick all that apply.
	Relationship Manager/Customer Advisor/ Administrator
	☐

	Compliance and/or risk team
	☐

	Board member/senior manager
	☐



24. Are there any controls in place to prevent the unauthorised change of the customer risk assessment tool/system?
	Yes
	☐

	No
	☐



25. If yes, what controls are in place to prevent unauthorised change of the customer risk assessment tool or system? Please detail below
	Enter your answer



Section 9. Notification
26. Have you identified any deficiencies or areas for development within your systems and controls (including policies and procedures) for customer risk assessments or oversight of the processes for assessing customer risk?
	Yes
	☐

	No
	☐


If yes to Q26, please describe what action or remediation plans are in place to remedy the deficiencies identified.
	Enter your answer
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