SOAP Ul Certificate and WSDL Setup Example

Step 1

() SoapUl 5.5.0

File  Project Suite Case 5Step  Tools Desktop  Help

E B B X g 9

Empty  SOAP REST  Import  SawveAll Forum

s ——
Projects
’Z:‘: - Create Empty Project
E New SOAP Project
j Ctrl+Alt-N
=0 Mew REST Project +
Dm: Import Project Ctrl-1
= .
Import Packed Project
o ¥ )
&0 Import Remote Project
=

Impert Postman Collection

Save All Projects Crl+Ak-5

Close All Open Projects

Rename Workspace F2
Mew Workspace
Switch Workspace

Clear Workspace

e Create a New SOAP Project
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Step 2

(@) Mew SOAP Project ¥
New SOAFP Project {@
Creates a WSDL/S0AP based Project in this workspace

Project Name: | JFSC myRegistry API (TEST ENV)|

Initial WSDL: https://myreg-stg.api,jerseyfsc.org/SubmissionWebServices.sv ’ Browse... l

Create Requests: Create sample requests for all cperations?
Create TestSuite: [ | Creates a TestSuite for the imported WSDL

Relative Paths: [ ] Stores all file paths in project relatively to project file (requires save)

e Provide a project name
e Provide the Test environment wsdl: https://myreg-stg.api.jerseyfsc.org/SubmissionWebServices.svc?singleWsd|

e Tick ‘Create sample Requests’
e Click OK

JFSC Official


https://myreg-stg.api.jerseyfsc.org/SubmissionWebServices.svc?singleWsdl

Mawvigator

Projects
= [ JFSC myRegistry API (TEST ENV)
3= W5HttpBinding_lSubmissionWebServices
f__'.: AmendissociatedParty
f__'.: AmendMominatedPerson
- AmendShareCapital
-5 ChangeOfArticle
f__'.: ChangeOfMame
f__'.: ChangeRegistered Office
-4 CheckName
f__'.: CheckSubmissionStatus
f__'.: Companylncorporation
#-4 Dissolution
f__'.: FileConfirmationStatement
f__'.: GetCountries
f__'.: GetEntitylnformation
-4 UploadAttachment

e Double Click the Project folder

e  Go to WS-Security Configuration tab

o Go to Keystores > Add new Keystore (green plus icon +)
You need to browse and add your JFSC Client certificate here to the KeyStore. Assuming you have stored the JFSC certificate in the Certificate Store,

B8 JFSC myRegistry API (TEST ENV)

r Overview I/ TestSuites |/ W5-Security Configurations |/ Security Scan Defaults |

you can extract it as a password protected .pfx file and store it somewhere SOAP Ul can access it.
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L7)
Incoming W5-5ecurity Configurations r Keystores |/ Truststores |
Dutgeing W5-5ecurity Configurations
+ X L7
Source | Status | Password | Default Alias | Alias Password
Chcertshapi-uat-cert-2020,pfx Ok T




Step 4

I JFSC myRegistry API [TEST ENY)

( Overview r TestSuites |/ W5-5ecurity Configurations |/ Security Scan Defaults |

r Outgoing W5-5ecurity Configurations r Incoming W5-5ecurity Configurations |/ Keystores |/Tms|slorﬁ |
+ X

Mame | Default Username/Alias | Default Password Actor Must Understand
_

"
api-uat-cert-2020.pfx Time To Live: |5{)GI
Alias: ’te- 5ac2B39d-1247-4838-92c2-TaeTf3ae2all? '] Millisecond Precision: Sets precision of timestamp to milliseconds

Password: |............. |

Key Identifier Type: ’Bir‘lar_',r Security Token ']

Signature Algorithm: ’<default> ']

Signature Canonicalization: ’<defau|t> v]

Digest Algorithm: ’<defau|t> VI

Use Single Certificate: Use single certificate for signing

Prepend Signature Element: Prepend signature element to security header (non-strict layout)

Custom Key |dentifier. | |

Custom Key |dentifier ValueType | |

Parts: o+ X

ID| Name| Mamespace | Encode
To http:/fwww.w3.org/2005/08/addressing  Element
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e  Go to WS-Security Configuration tab
e Go to Outgoing WS-Security Configuration tab
e Add a new Config Item > e.g. ‘Outgoing’

e To the ‘Outgoing’ config item add a ‘Signature’ element and a ‘Timestamp’ element with the settings as per the image

Signature

Timestamp

Select your Cert from the KeyStore via the drop down
Set Type = Binary Security Token
Set Use Single certificate = True
Add a new Namespace:
o Name="“To”

o Namespace = “http://www.w3.0rg/2005/08/addressing”

o Encode = “Element”

Set time to live = 500
Millisecond Precision = True

Step 5

Projects

vices

[ JFSC myRegistry API (TEST ENV) % WSHttpBinding_ISubmissi

= z WSHttpBinding_|SubmissiocnWebServices
-4 AmendAssociatedParty
 AmendNominatedPerson +
7 AmendShareCapital
- ChangeOfArticle

- ChangeOfName

-4 ChangeRegisteredOffice
T CheckName

2 CheckSubmissionStatus
- Companylncorparation
-4 Dissolution

Endpoint

b FileConfirmationStatement

https://myreg-stg.api,jerseyfsc.org/SubmissionWeb..,

(" Ovenview | Service Endpoints | WSDL Cantent | WS-| Compliance

Username Password Domain WSS-Type

e Double Click the WSHTTPBinding_ISubmissionWebServices root directory

e Go to Service Endpoints tab
e Set Outgoing WSS = Outgoing and Mode = Complement
e Save your Project
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WSS-TimeTolive | Qutgoing WSS
QUTGOING

Incoming WSS

Mode
COMPLEMENT



http://www.w3.org/2005/08/addressing

equest 1
Projects
=0 =0 . R I P . L
JFSC myRegistry API (TEST ENV) P@RO& https://myreqg-stg.api.jerseyfsc.org/SubmissionWebServices.sve ['I—m + @
=} 2WSHtthmding_ISubmi;;ionWebServices = £ <soap:Envelope xzmlns:socap="http:// www.w3.0rg/2003/05/scap-envelope™ xml|& ; g Elks;Emelupe xmlns :s="http://wiw.w3.0rg/2003/05/soap-envelope” xmlns:a="http://www.w3.org/ /200~
& AmendAssociatedParty E <soap:Header/> ¥ = <5 :Header>
-2 AmendNominatedPerson 2|2  <socap:Body> = <athetion s mustlnderscand="1">http://api.fsc.jerseyfsc org/submissionservice/ISubmiss
e} . . ] - = —b3e2-136d-21£3— £7bde” wmlns=r" =
&5 AmendShareCapital & (B “gub:CheckNameRequest:> 2 B <hetivityId CorrelationId="£2375739-b3e2-436d-81£3-8444438£7bde” xmlns="http://schemas|
. <l--Optional:——> <o:Security s:mustUnderstand="1" xmlns:c="http://docs. oasis-open.org/wss/2004/01/casis|
@ ChangeCfArticle = uhD: TcCheck-Sunshine Holidays</sub:NameToCheck = curTi Y: Id="_g": : : :
sub :NameToChec! shine Holidays</sub:NameToChecks u:Timestamp u:Id="_0"=
W -
E ;.:ChangeOfName <I-—Optiocnal:——> <u:Created=2021-02-24T15:40:45.1772</u:Created:
G- ChangeRegisteredOffice <sub:APIFey: <u:Expires=2021-02-24T15:45:45_.1772</u:Expires>
- CheckMName </sub:CheckNameRequest> </u:Timestamp>
- 3% Request 1 < /so0ap:Body=- </o:Securitys:
B2 CheckSubmissionStatus =/soap:Envelope> </s:Header=
B> Companylncorporation = <s:Body=>
-5 Dissalution - = <CheckNameResponse xmlns="http://api.£fsc.jerseyfsc.org/submissionservice™>
. . . <R 1t mmlns:i="http://www.w3.0 001/¥MLSchema-instal ">
G- FileConfirmationStatement = ej‘; ‘t. = s Bl X e : chemaTinsTanse
uccessstrue</Success:
o GetCot..mtnes Enable W5-A addressing: “Messages i-nil="true"/>
b4 GetEntitylnformation </Result>
- UploadAttachment Must understand: = <SimilarNames wmlns-i="http://wine w3 _org/2001/XMLSchema-instance™>
. <SimilarName>
W5-A Version: = m‘; tiame & . N
<Register-Business Names</Register>
Add default wsa:Action: [[] Add default wsa:Action <EntityMame=SUNSHINE HOLIDAYS (JERSEY)</EntityName>
- - — - - <EntityType~Business name - Body Corporate</EntityType:
Action: |ht‘tp:ﬁapl‘fsc.Jerseyfsc.orgfsubmlsslon;emceflSubm\sslonWet| </SimilarName>
Add default wsa:To: Add default wsa:To = <SimilarName> ) )
<Register>Companies</Register>
To | | <EntityName>SUNSHINE LIMITED</EnticyMame=
<EntityType>Registered Company Private</EntityType>
Reply to: | | </Similarlame=
=] <8imilarName:=
ReplyTo Reference Parameters: X . ; i
<Register-Companies</Register:
Request Properties <EntityName-SUNSHINE HOLDINGS LIMITED</EntityName>
-
. - - .
Property | Valve NN — | D
Name Request 1 =
Description Auth Headers (0) Attachments (0} IMS Headers  JMS Property (0 Headers (9) Attachments (0} SSL Info (2 certs) IMS (O
Messase Size a7 response time: 2876ms (2074 bytes) 1:1
Encoding UTF-8

e Double Click the CheckName service sample request e.g. ‘Request 1’

e Input a name to check String and your API key

e Onthe WS-A Tab ensure ‘Add default was:To = True’

e Click submit (green play icon) and the results will be displayed on the right-side window
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