
Cyber security masterclass
Tuesday 26 November 2019



Our supporters 



Forthcoming SASIG events 

Thursday 28th November
Threat Intelligence Webex

Thursday 5th December
SASIG Christmas Networking Lunch

Wednesday 11th December
3rd SASIG Gateway 

Friday 10th January 
8th SASIG HR 

Thursday 16th January 
2nd Retailing SASIG

Tuesday 21st January 
GDPR: How did you do folks? 

View the full calendar 
www.thesasig.com/calendar



Fighting cybercrime -ǘƘŜ ¦YΩǎ ŜǾƻƭǾƛƴƎ 
capability at the national, regional and local 
levels 

Peter Goodman QPM, NPCC



b/{/Ωǎ ǊƻƭŜ ŀƴŘ ǎǳǇǇƻǊǘ ŦƻǊ ƭŀǊƎŜ 
organisations and Board members. 

Andrew M, NCSC



Tea, coffee & networking break

@SASIGEvents

/ SASIGevents

SASIGEvents



Security Technology ςmaking sense of the 
options 

hǎŎŀǊ hΩ/ƻƴƴƻǊΣ /ƻƎƴƛȊŀƴǘ {ŜŎǳǊƛǘȅ 



Did you know?
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~24000

Malicious
Mobile Apps are
blocked every

Ransomware attacks to

QUADRUPLE

by 2020

IoT attacks were 
up by

600%

In 2018

75% of attacks

occur at application
level

55% of incidents

are caused by misuse of 
privileged accounts

400,000+

NEW Malware daily

NEW Malicious Website 
appears every 

<2 seconds

NotPetya 

Merck $870m

FedEx $400m

Saint Gobain $384m

Maersk $300m

Mondelez $188m

Reckitt Benckiser $129m

Total reported cost >$4bn



Statutory, Regulatory & Compliance Issues

Where security technology fits
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Threat Types
Phishing/Vishing

BotNets

DDoS

Social

Targeted

Advanced & Persistent

Threat Actors
Organised Crime Network

Nation State

Hacktivist Group

Lone Wolf

Compromised Insider

User Error

Processes
Educate

Identify

Protect

Detect

Respond

Recover

Learn

System Behaviour ïAccess Attempts ïData Movements ïService Quality ïAttempted Attacks

GOAL: Separate the normal from the anomalous and investigate in real-time 

A
N

A
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Y
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S

Identity

Environment

Endpoint

Network/Cloud

Application

Data

Identify Verification

Access Control

Physical Security 

Regulatory Compliance

Anti-Malware

Local Firewall 

Host Intrusion Detection
Boundary NGFW

Internal Segmentation

Activity Monitoring

Encryption in Transit

Boundary NGFW

Internal Segmentation

Activity Monitoring

Encryption at Rest

Segregation of PII



What technology delivers

Secure by 
Design

Defence in 
Depth

Segregation 
of Duties

Zero Trust

Device- & 
Location-

Independence

Need to Know

Know what 
you have
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Cognizant Security Simplified
ðThe Golden Thread through IT and business 

SIEM Platform Actionable Incidents

BUSINESS RELEVANT USE CASES

Prioritized incidents

Ingest

Cognizant manage and 
integrates the security solution 

components with

Correlate

Performs correlation, fine-tune to 
reduce noise, monitor for threats 

and potential cyber attacks

Prioritize

Cognizant capture & classify 
threats for faster response

WELL EXECUTED, INTEGRATED

Orchestrate & Respond

Cognizant integrates the solution 
components for workflow 

automation

RESPOND (MACHINE + HUMAN)ACTIONABLE

Manage

Cognizant performs Lot5 tasks to manage the in-scope security devices 

Cognizant vision is to integrate security components for better incident 

response workflow, automate, and ensure that the business is 

secure from known attack vectors

Data

Apps

Identities

Infra

Cloud

Svc Mgmt

Network

End Points



What makes a solid foundation?

Governance & Compliance

Asset Management

Risk Management

Policy Management

Compliance Reporting

Audit Support

Management Controls

Identity & Access 
Management

Configuration Management

Education & Training

Secure Processes

Classification & Protective 
Marking

Technical Controls

Access Control
Intrusion 

Detection & 
Prevention

Network 
Segregation

Malware Defence Data Protection
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Thank you
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Leading global excellence in procurement and supply

Reaching the boardroom with meaningful 
metric

Jonathan Lloyd-White, 
International Airlines Group 
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Identify

Å This panel tracks Risks and Compliance;

Å Risk management - internal controls vs external threats;

Å Summary of compliance - standards and regulations;

Å Medium to long term - movements happening over quarters, 
not months

Å Group view rather than by business unit.

Detect, Respond, Recover

Å This panel tracks live Operations and Incidents;

Å Lag indications of control effectiveness ïshows where attacks 
have happened and their seriousness;

Å Generated by the Security Operations Centre;

Å Dynamic - summarises changes that can happen on an hour 
by hour or daily basis over the month;

Å There will be a mix of Group and business unit metrics.

Protect

Å This panel shows current Control Effectiveness 

Å Performance of key controls against leading tolerance measures;

Å Short term view - movements happening from month to month;

Å There is likely to be a mix of Group and business unit metrics.

Invest

Å This panel shows how Investment is improving the maturity of the 
organisation;

Å Tracks projects - how they are reducing the risks, improving controls 
and decreasing the damage from attacks;

Å Long-term view - movements happening over months and years; 

Å It will predominantly show cross-Group activity.

Cyber Dashboard | Summary



Cyber Dashboard | Example [ILLUSTRATIVE]
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Cyber Dashboard | Driving Decisions [ILLUSTRATIVE]



Hints & Tips

ÅUse the dashboard, donôt let it use you

ÅUse the same dashboard structure throughout your governance

ÅUse it to help structure your agenda over the course of a year (timing is everything)

ÅTolerance discussions can be really powerful

ÅDonôt wait until itôs all in place ïit will never be finished

ÅKeep a strong visual link between risks, controls and investment

ÅRemember to translate - itôs all about the stories
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Cybersecurity ςthe view from the Regulator 

Denis Philippe, 
Jersey Financial Services Commission



Agenda

Inside the JFSC

Industry and the island
Risk

Outlook

²ƘŀǘΩǎ ŎƻƳƛƴƎ

Things to be doing



JFSC held information1, in all its forms, 
written, recorded electronically or 
printed, will be protected from 
accidental or intentional unauthorized 
access, modification, or destruction 
throughout its life cycle.

1This includes all information created or owned by the JFSC as well as information collected 
by or provided to the JFSC by external parties for the execution of the WC{/Ωǎ ŀŎǘƛǾƛǘƛŜǎΦ

Cyber-security mission statement

ò
ò





Inside the JFSC



γ Making our transformation programme a 
security opportunity

γ Ensuring our people are part of our defence

γ Phishing ςŘƻ ƛǘ ǿŜƭƭΣ ŘƻƴΩǘ ǎƘŀƳŜ ǇŜƻǇƭŜ

γ 9ǾƻƭǾƛƴƎ ǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳƳŜΣ ƛǘ ŘƻŜǎƴΩǘ ǎǘƻǇ

γ Information management and information 
security ςyou ŎŀƴΩǘ ǇǊƻǘŜŎǘ ǿƘŀǘ ȅƻǳ ŘƻƴΩǘ 
know (without burning money!)

γ Entering the cloud

γ Continuous systems testing 

γ Manual, automated, independent, audit

Information security at the JFSC



γ Separate but collaboration between information security and information management

InfoSec (cyber) and info management



γ Making our transformation programme a 
security opportunity

γ Ensuring our people are part of our defence

γ Phishing ςŘƻ ƛǘ ǿŜƭƭΣ ŘƻƴΩǘ ǎƘŀƳŜ ǇŜƻǇƭŜ

γ 9ǾƻƭǾƛƴƎ ǎŜŎǳǊƛǘȅ ǇǊƻƎǊŀƳƳŜΣ ƛǘ ŘƻŜǎƴΩǘ ǎǘƻǇ

γ Information management and information 
security ςyou ŎŀƴΩǘ ǇǊƻǘŜŎǘ ǿƘŀǘ ȅƻǳ ŘƻƴΩǘ 
know (without burning money!)

γ Entering the cloud

γ Continuous systems testing 

γ Manual, automated, independent, audit

Information security at the JFSC



γExtensive estate of technical controls

γAdditional appointment of an 
infrastructure specialist

γContinual investment in team training 
and awareness

γInnovation in the field of solution 
security

γFull support of the Commission Board 
and Executive on the investment in 
security

What's changing?



γ Striving to improve the security of the 
online services we offer

γ Working with leading advisors to ensure 
best possible levels of security and 
innovation

γ New approaches to solution security as 
seen with the Beneficial Ownership 
Register and how we provide real time 
access for law enforcement and other 
agencies

γ Range of advanced security measures to 
protect PII filed with the Companies 
Registry - soon to be published.

Security baked in



γWe will continue to invest in 
protecting the information 
that industry provides us 
with

γWe will extend our systems 
and security measures as 
we embraces modern 
technology services

γWe are looking to create a 
dedicated Cyber Risk team

Looking forward


